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Bioftertic data 
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FINGERPRINT 
SENSOR 



SENSOR 
ARRAY OF 
IMAGE PIXELS 



SENSOR 

PROCESSING 

MODULE 



SENSOR INTERFACE MODULE 



2L_ 



Mevice 

jebNFIGURATION 
TABLE 

m 



Q 

E{ 
$ 



STANDARD DIGITIZED 
ARRAY OF IMAGE 
PIXELS 



-2 tO 



ENROLLMENT 
ALGORITHMS 
MODULE 



11% 



ALGORITHM 

BIOMETRIC 

TEMPLATE 



VERIFICATION 

ALGORITHMS 

MODULE 




CONTOL & STANDARD 
APPLICATION PROGRAM 
INTERFACE MODULE 



1ZO 



TO 



ma ri& 7 



CONTROL STANDARD 
APPLICATION PROGRAM 
INTERFACE MODULE 



-VIC 



m 

m 
i/ 



CARD 

ENCODING 

MODULE 



STANDSED 
BIOMEpJC 
TEMPlj&TE 

23® 



ALGORITHM 

BIOMETRIC 

TEMPLATE 




STANDARD 
MAGNETIC 
CARD 
INTERFACE 
MODULE 



SMART 
R/WMC 


CARD 
>DULE#2 






SMART CARD 

READER/ 

WRITER 



CARD 

DECODING 

MODULE 




MAGNETIC 
STRIPE R/W 
MODULE #1 



MAGNETIC 
STRIPE 
READER/ 
WPTTFH 



Device Configuration Table 



Description 


Module Name 


Value (Established "at 
compile time") 


Comments 


Device Control Code 




Nine numeric characters 


Used for preventing theft 
of device Established at 
compile time 


Encoding Approach Number 




"00" to "15" 


Selected from the Encoding 
Approach Table. 
Established at compile time 


Sensor Processing Module 


SENRXX 


Where "XX" equals "00" 
To "99" 


Established at compile time 


Enrollment^ erification Algorithm 
Module # 


ENRLXX and 
VERFXX 


Where "XX" equals "00" 


Default Algorithm 
Selected based upon the 
"Encoding Approach 
Number" (see above) 


Enrollment/Verification Algorithm 
Module # 


ENRLXX and 
VERFXX 


Where "XX" equals "01" 
(if "blank" no alternative 
algorithm exists) 


Second Algorithm 


Enrollment/Verification Algorithm 
Module # 


ENRLXX and 
VERFXX 


Where "XX" equals "02" 
to "14" (if "blank" no 
alternative algorithm 
exists) 




Enrollment/Verification Algorithm 
Module # 


ENRLXX and 
VERFXX 


Where "XX" equals "15" 
(if "blank" no alternative 
algorithm exists) 


Last Algorithm 


Card Encoding/Decoding Module 
# (Default = "0") 


ENCDXX and 
DECDXX 


Where "XX" equals "00" 
that is the Encoding 
Approach Number 


Default Module 
Selected based upon the 
"Encoding Approach 
Number" (see above) 


Card Encoding/Decoding Module 
# 


ENCDXX and 
DECDXX 


Where "XX" equals "01" 
to "14" (if "blank" no 
alternative module exists) 




Card Encoding/Decoding Module 
# 


ENCDXX and 
DECDXX 


Where "XX" equals "15" 
(if "blank" no alternative 
module exists) 


Last Module 


Card Reader/Writer Module # 
(Default = "0") 


CDRDXX and 
CDWRXX 


Where "XX" equals "00" 
to "99" 


Established at compile time 


Coercivity 




Four numeric characters 
(Default = High 
Coercivity) 


Coercivity level of 
magnetic stripe writer 


Sensor Baud Rate 




Six numeric characters 
where "9600" bps is the 
default 


Established at compile time 



W- 1 



/ 



ENCODING APPROACH TART.F. 



Encoding 
Approach 
Number 
(Col 1) 


Encoded 

Magnetic 

Stripe 

Track 

Number 

(s) *** 

(Col 2) 


]VT axim ii m 

1TXUA1111 11111 

Size of 

u Biom etrir 

Template" 
fbits^ 
(Col 3) 


TVTfi yi Tin ii in 

Number of 

11 ill dVlvi a 

/ Track 


Translated 

at si Timp 

ill a x llll w 

(Col 5) 


Trans- 

1m LI v 11 

Table 
(Chi 6\ 


uaia r or mat 
(Col 7) 


irack 
Format 

^01 o) 


0 


1 


474 


79 


6 


0 


ANSI/ISO 

A lnnoniimpnp 

/TLipiiajiuiiicoc 


ISO 


1 


1 


395 


79 


5 


1 


ANSI/ISO 
Alphanumeric 


ISO 


2 

H- 


3 


428 


107 


4 


2 


ANSI/ISO 
Numeric 


ISO 




1 


492 


82 


6 


0 


ANSI/ISO 
Alphanumeric 


AAMVA 




3 


492 




VJ 




Alphanumeric 


A A A/TV A 


5 5* 

■sr:r 

2L_ 


1 


410 


82 


5 


1 


ANSI/ISO 
Alphanumeric 


AAMVA 


6 s 

x s 

rri 


3 


410 


82 


5 


1 


ANSI/ISO 
Alphanumeric 


AAMVA 


7 3 

?S i 


1 


510 


86 


6 


o 


ANSI/ISO 
Alphanumeric 


AAMVA* 


Q 

o U 

R s 
III 


j 


CIA 

510 


86 


6 


0 


ANSI/ISO 
Alphanumeric 


AAMVA* 


9 


1 


425 


86 


5 


1 


ANSI/ISO 
Alphanumeric 


AAMVA* 


10 


3 


425 


86 


5 


1 


ANSI/ISO 
Alphanumeric 


AAMVA* 


11 


1 


595 


86 


N/A 


N/A 


Custom ** 


Custom** 


12 


2 


595 


86 


N/A 


N/A 


Custom ** 


Custom** 
210 bpi 


13 


3 


595 


86 


N/A 


N/A 


Custom ** 


Custom** 


14 


2 


510 


86 


6 


0 


ANSI/ISO 
Alphanumeric 


Non - 
Standard 
210 bpi 


15 


2 


428 


107 


4 


2 


ANSI/ISO 
Numeric 


Non- 
standard 
210 bpi 



Standard Biornetric Template 





Field 


Value/Size 


Comments 




Header: Software Version 
Number 


"0" to "256" -8 bits 
(8bits/byte) 


The Software Version Nnmhpr max/ r*»lat*» 
to the Enrollment/Verification Algorithm 
Module #. Card Encoding Module and/or 
Encoding Approach Number that are used 
to create the "biornetric" template. 




Copy Protect Code 


6 bits (8bits/byte) 


Seven bit LRC character mirm<i thf» nnritv 
bit The Copy Protect Code is embedded 
in the "Yardstick" data. 




"Mini-PIN" 


"0" to "999" - 10 bits 
(8bits/byte) 


The "Mini-PIN" is embedded in the 
"Yardstick" data. 


l : 
|». 

o 
O 
OQ 
H 


Enroll Finger Code 


3 bits (8bits/byte) 


Where: 

0 — middle, right, 1 - index, right 
2 - ring, right, 3 - middle, left 
4 - index, left, 5 - ring, left 
6 -other finger 


Reserve 


1 bits (8bits/byte) 




Gi 

CI 


Algorithm Biornetric 
Template w/o Header 






s 

W 


Data -"Yardsticks" 


72 bytes (7 bits/byte) 


The last byte in each of the yardsticks is 
not used 


ni 
hi 

PS s 


Trailer 


7 bits (8bits/byte) 


- 4 bits -Extended PIN (0-9) 

- 3 bits - Error Bit Increment Counter 
((0-7) see table below) 


i U 

a 




7 bits (8bits/byte) 


- 6 bits used for yardstick locations 

- 1 bit .HanL-foeftfeti flag 


m 


Total 


79 bytes (7 buVbyte) 


Does not include control characters 


Algorithm biornetric template 










Field 


Value/Size 


Comments 






Header 


2 byte 


Hex "01" 






Data -"Yardsticks" 


60 bytes 


The last byte in each of the 
yardsticks is not used 






Trailer 


I bytes 


- 4 bits -Extended PIN (0-9) 

- 3 bits - Error Bit Increment 
Counter ((0-7) see table below) 








l byte 


- 6 bits used for yardstick 
locations 

- 1 bit Hard, -to G<w©U Aflty 






Total 


64 bytes (8 bits/byte) 







Error Bit Rate Increment Counter Table 



. number of bits that 
failed/ during verify 
for ^yardsticks processed 
(Base Error Bit Rate + Frrnr 
Bit Increment Counter) 


Error Bit Increment 
Counter 


Comments 


20 


0 


Typical Error Bits Increment Counter if no PIN is used 


21 


1 




22 


2 




23 


3 


Typical Error Bits Increment Counter if BerPlN U us«L 


24 


4 




25 


5 




26 


6 




27 


7 





Sfandard Di gitized Array of Image Pixels (-^l^- [^f 




FFFFFFFF 






DDDDDDDD 


BBBBBBBB 
















GGGGGGGG 
















EEEEEEEE 






CCCCCCCC 


AAAAAAAA 



Where: 



"AAAAAAAA" are the gray scale for column 0, row 0, the bottom right corner of the image 
"BBBBBBBB" are the gray scale for column 0, row 255, the top right corner of the image 
"CCCCCCCC" are the gray scale for column 1 , row 0 
^DDDDDDDD" are the gray scale for column 1, row 255 

"EEEEEEEE" are the gray scale for column 255, row 0, the bottom left corner of the image 
«FFFFFFFF" are the gray scale for column 255, row 255, the top left corner of the image 
"GGGGGGGG" are the gray scale for column 128, row 128 which should approximate the center of the 
Sensor Fingerprint Image 

8 bits / "cell" where "00000000" is "No Ridge" on a gray scale 

8 bits / "cell" where "00000001" to "1 1 1 1 1 1 11" is "Ridge" on a gray scale depending upon the sensor 
number 



